AGENDA
COMMITTEE ON AUDIT

Meeting: 1:30 p.m., Tuesday, September 8, 2015
Glenn S. Dumke Auditorium

Lupe C. Garcia, Chair
Douglas Faigin, Vice Chair
Adam Day
Hugo N. Morales
Peter J. Taylor
Consent Items
Approval of Minutes of Meeting of July 21, 2015

Discussion ltems

1. Status Report on Current and Follow-up Internal Audit Assignments, Information



MINUTES OF THE MEETING OF
COMMITTEE ON AUDIT

Trustees of the California State University
Office of the Chancellor
Glenn S. Dumke Conference Center
401 Golden Shore
Long Beach, California

July 21, 2015
Members Present

Lupe C. Garcia, Chair

Douglas Faigin, Vice Chair
Adam Day

Hugo N. Morales

Lou Monville, Chair of the Board
Timothy P. White, Chancellor

Chair Garcia called the meeting to order.

Approval of Minutes

The minutes of the meeting of May 19, 2015, were approved as submitted.
Status Report on Current and Follow-Up Internal Audit Assignments

Mr. Larry Mandel, vice chancellor and chief audit officer, presented the item by providing a
status report on the 2015 audit plan and follow-up on past audit assignments.

Mr. Mandel reported that a majority of the 2015 audit assignments are currently in process. He
added that the remaining three subjects, Cloud Computing, Scholarships, and Student Activities,
will be initiated in the coming months. He reminded everyone that updates to the status report
are displayed in green numerals and indicate progress toward or completion of recommendations
since the distribution of the agenda. Mr. Mandel stated that the campuses and the CSU
Chancellor’s Office continue to do a good job completing recommendations on a timely basis.
He noted that there is only one long-outstanding recommendation, and it relates to Sponsored
Programs at California State University, Stanislaus. He stated that the campus has indicated that
the delay is due to the need for a meet and confer and anticipated completion by the September
Board meeting.
Mr. Mandel also reported that both the reviews and associated recommendations pertaining to
the construction projects are also being completed timely.

Chair Garcia thanked Mr. Mandel and his audit team for the continued progress and the campus
presidents and their teams for moving these items forward on the remediation of the action items.

The meeting adjourned.
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COMMITTEE ON AUDIT
Status Report on Current and Follow-up Internal Audit Assignments
Presentation By

Larry Mandel
Vice Chancellor and Chief Audit Officer
Office of Audit and Advisory Services

Summary

This item includes both a status report on the 2015 audit plan and follow-up on past assignments.
For the 2015 year, assignments were made to conduct reviews of Auxiliary Organizations, high-
risk areas (Information Security, Clery Act, Information Technology (IT) Procurement, Payment
Card Industry Data Security Standards, Admissions, Cloud Computing, Scholarships, and
Student Activities), a high profile area (College Reviews), and Construction. In addition, follow-
up on current/past assignments (Auxiliary Organizations, Accessible Technology, Executive
Travel, Sponsored Programs, Continuing Education, Information Security, IT Procurement,
College Reviews, and Clery Act) was being conducted on approximately 32 prior
campus/auxiliary reviews. Attachment A summarizes the reviews in tabular form. An up-to-date
Attachment A will be distributed at the committee meeting.

Status Report on Current and Follow-up Internal Audit Assignments

Auxiliary Organizations

The initial audit plan indicated that approximately 267 staff weeks of activity (25.8 percent of the
plan) would be devoted to auditing internal compliance/internal control at eight campuses/31
auxiliaries. Two campus/seven auxiliary reports have been completed, two campus/nine
auxiliary reports are awaiting a campus response prior to finalization, and report writing is being
completed for one campus/four auxiliaries.

High-Risk Areas

Information Security

The initial audit plan indicated that approximately 37 staff weeks of activity (3.7 percent of the
plan) would be devoted to a review of the systems and managerial/technical measures for
ongoing evaluation of data/information collected; identifying confidential, private or sensitive
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information; authorizing access; securing information; detecting security breaches; and security
incident reporting and response. Five campuses will be reviewed. One campus report has been
completed, one campus report is awaiting a campus response prior to finalization, and report
writing is being completed for two campuses.

Clery Act

The initial audit plan indicated that approximately 50 staff weeks of activity (4.8 percent of the
plan) would be devoted to a review of campus Clery Act policies and procedures to ensure
compliance with CSU and federal requirements; review and testing of processes to compile
required disclosures and statistics for the Annual Security Report (ASR); verification of the
availability of educational programs for security awareness, and the prevention and reporting of
crime; review and testing of ASR dissemination to required parties; review of campus good-faith
efforts to comply with changes to the Clery Act imposed by the Violence Against Women
Reauthorization Act (VAWA) for the 2014 ASR and progress in meeting the changes by the July
2015 deadline; and review of content and delivery of training. Six campuses will be reviewed.
Three campus reports have been competed, two campus reports are awaiting a campus response
prior to finalization, and report writing is being completed for one campus.

Information Technology Procurement

The initial audit plan indicated that approximately 34 staff weeks of activity (3.3 percent of the
plan) would be devoted to a review of policies and practices related to information technology
procurement. Specific goals will include determining whether administration and management
of information technology procurement activities provide an effective internal control
environment, adequate local policies and operational procedures, current written delegations, and
observance of good business practices in compliance with CSU policy. Five campuses were
initially scheduled to be reviewed; due to additional information technology staff resources, six
campuses will be visited. Two campus reports have been completed, two campus reports are
awaiting a campus response prior to finalization, and fieldwork is being conducted at one
campus.

Payment Card Industry Data Security Standards

The initial audit plan indicated that approximately 14 staff weeks of activity (1.4 percent of the
plan) would be devoted to a review of campus and auxiliary compliance with regulations specific
to Payment Card Industry (PCI) Data Security Standards related to the security and protection of
credit cards systems and data. The review would specifically include compliance with the new
PCI 3.0 standard. Two campuses will be reviewed. Report writing is being completed for one
campus.
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Admissions

The initial audit plan indicated that approximately 50 staff weeks of activity (4.8 percent of the
plan) would be devoted to a review of the evaluation of student records, including residency
determination; processing admission applications, including use of supplemental admission
criteria for impacted majors or campuses, transfer students, and redirection of eligible applicants;
security of applicant data; application fee processing and granting of fee waivers; and compliance
with state legislation and CSU requirements. Six campuses will be reviewed. Report writing is
being completed for six campuses.

Cloud Computing

The initial audit plan indicated that approximately 11 staff weeks of activity (1.1 percent of the
plan) would be devoted to a review of campus and/or auxiliary activities pertaining to cloud
computing, including review of policies and procedures to ensure compliance with CSU and
other agency requirements; review of campus administration and oversight including but not
limited to service availability, data ownership and backup and recovery, establishing contractual
relationships with third-party service providers, and if sensitive data is maintained by a third
party, review of involvement of campus information security personnel in the decision process;
documentation of campus expectations for handling and securing the data; contract language
covering security expectations; and monitoring third-party performance. One systemwide report
will be issued.

Scholarships

The initial audit plan indicated that approximately 43 staff weeks of activity (4.2 percent of the
plan) would be devoted to a review of campus and/or auxiliary activities pertaining to
scholarships, including establishing student eligibility, awarding, and recordkeeping and
protection of sensitive information; coordination between the financial aid department and
awarding departments; and review of disbursement procedures for awarded scholarships. Six
campuses will be reviewed. Fieldwork is being conducted at four campuses.

Student Activities

The initial audit plan indicated that approximately 50 staff weeks of activity (4.8 percent of the
plan) would be devoted to a review of activities relating to social and co-curricular programs,
recreational sports, student clubs and organizations; review of policies and procedures to ensure
compliance with CSU and other agency requirements; review of campus administration and
oversight of student activities; review and appropriate testing for compliance with charters,
bylaws and/or other governing documents for selected student organizations, clubs and other
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programs; review and testing to ensure appropriate staffing of student programs by qualified
individuals and volunteers, including student leaders; and assessment to determine that required
policies regarding non-discrimination, alcohol and drugs, and hazing are monitored and enforced.
Six campuses will be reviewed.

High Profile Area

College Reviews

The initial audit plan indicated that approximately 49 staff weeks of activity (4.8 percent of the
plan) would be devoted to a review of college/department administrative and financial controls,
such as handling of cash and cash equivalents, expenditure processing, contracting activities,
acquisition and tagging of sensitive equipment, and use of trust funds; and review of faculty
assigned time, release time and special payments. Six campuses were initially scheduled to be
reviewed; due to resource constraints, only five were visited. Five campus reports have been
completed.

Construction

The initial audit plan indicated that approximately 47 staff weeks of activity (4.6 percent of the
plan) would be devoted to a review of design budgets and costs; the bid process; invoice
processing and change orders; project management, architectural, and engineering services;
contractor compliance; cost verification of major equipment and construction components; the
closeout process and liquidated damages; and overall project accounting and reporting. Six
projects will be reviewed. Two campus reports have been completed, one campus report is
awaiting a campus response prior to finalization, report writing is being completed for one
project, and fieldwork is being conducted for one project.

Advisory Services

The initial audit plan indicated that approximately 216 staff weeks of activity (20.8 percent of the
plan) would be devoted to partnering with management to identify solutions for business issues,
offering opportunities to improve the efficiency and effectiveness of operating areas, and
assisting with special requests, while ensuring the consideration of related internal control
issues. Reviews are ongoing.
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Technology Support

The initial audit plan indicated that approximately 14 staff weeks of activity (1.3 percent of the
plan) would be devoted to technology support for non-information technology specific audits and
advisory services reviews. The provision of support is ongoing.

Investigations

The Office of Audit and Advisory Services is periodically called upon to provide investigative
reviews, which are often the result of alleged defalcations or conflicts of interest. In addition,
whistleblower investigations are being performed on an ongoing basis, both by referral from the
State Auditor and directly from the CSU Chancellor’s Office. Forty-three staff weeks have been
set aside for this purpose, representing approximately 4.2 percent of the audit plan.

Committees/Special Projects

The Office of Audit and Advisory Services is periodically called upon to provide consultation to
the campuses and/or to participate on committees such as those related to information systems
implementation and policy development, and to perform special projects. Special projects for
2015 will include the implementation of automated working papers in the Office of Audit and
Advisory Services. Forty staff weeks have been set aside for this purpose, representing
approximately 3.8 percent of the audit plan.

Follow-ups

The audit plan indicated that approximately 15 staff weeks of activity (1.5 percent of the plan)
would be devoted to follow-up on prior audit recommendations. The Office of Audit and
Advisory Services is currently tracking approximately 32 current/past assignments (Auxiliary
Organizations, Accessible Technology, Executive Travel, Sponsored Programs, Continuing
Education, Information Security, IT Procurement, College Reviews, and Clery Act) to determine
the appropriateness of the corrective action taken for each recommendation and whether
additional action is required.

Annual Risk Assessment
The Office of Audit and Advisory Services annually conducts a risk assessment to determine the

areas of highest risk to the system. Eight staff weeks have been set aside for this purpose,
representing approximately 0.8 percent of the audit plan.
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Administration

Day-to-day administration of the Office of Audit and Advisory Services represents approximately
4.3 percent of the audit plan.



Attachment A

Aud Item 1

September 8-9, 2015

Page 1 of 3

a19|dwod Wpny = Jv
‘nojrew m_ocwmm 9yl aduls wwum_uaj aJle usalb ul sislla|/silaquinN AOWCOQWQ‘_ sndwed J10/pue adualajuod
‘pamalnal suoneziuebio Aleljixne Jo Jaquinu ay| e 1IX8 [ewJoy Bunreme) a1s|dwodu] Ipny = |
‘BulpueISINO UBaQ aARY SUOIEPUSWIWOIA) SYIUOW JO Jagquinu Yl yx ssalbold ul Bunupn woday = My
‘1odal eulblio ay1 Ul SUOITEPUSWIWOI3) JO Jaguinu ayl Ag Pamo||o) passalppe ALI01oe]SITeS SUOepuUaLLIWOIal JO JIaquinu 8yl « ssalbold u| oM pIoid = M4
4 vI0 14 T/0 SAS
€ €/0 - g/S 4 v (0)0]
- V1l 14 M V1S
- g/S € o) NOS
- viv - zcelee 14 NS
- TT/1T € M4 v o1s
- 6/6 - 9¢/9¢ S M4 Mo v rs
- /T € LTIV € Md oV 4S
- 9/9 - L/L - T¢/TC 14 v as
14 €2/9 14 Md v v das
- ity S v ovSs
- viv - /L - TTTT 4 M4 v NOd
S v \v dON
9 €2/LT 4 Mo an
14 €T/S 4 M VYN
- S/S - 8T/8T 14 M4 v v v
- €/e 14 oV v a7
- 0€/0€ 14 v NNH
14 o) Md and
- 9€/9€ 9 Mo ov 344
- TEITE € v a3
- 9/9 - 6T/6T € M4 Hd
- 9/9 - (A4S € MY 10
- S¢/s¢ € ov IHO
- GE/SE 14 Md Avd
"OlAxx S29Yx "OlAxx SJ9Yx "OlAxx S09Yx  'ONe
|anel | ABojouyda suoneziuebiQ Aoy | Jejoyas | Bidwod | wpy IDd | @indold [smalnay| 1y [Aundas | sBio
9AIIN2aX3 9|qISS220Y Arelixny juspnis pno|D 11 abaj0p | A19|D oju| XNy
SINIFNNDISSY LNFHHND/LSVd dN-MO 1104 SININNDISSY ST0¢

(ST0Z/T/6 4O SE)

s1uawubissy 1pny [eulalu] dN-mojjo4 pue 1Us4inDd uo 1loday sniels




Attachment A

Aud Item 1

September 8-9, 2015

Page 2 of 3

‘1nojrew epuabe ay) aouls sayepdn ate usalb ul si9N8|/SIaqunN
‘pamainal suoliieziuebio Alejjixne Jo Jaquinu ay] e
‘Buipuelsino usaqg aAeY SUOITEPUSWILIOI] SYIUOW JO JSQWINU BYL s«
‘yodai [eulflio 8y} uj SUOIIEPUBWIWOIAI JO JBquinu 3y} A Pamo||0} passaippe A[11010B)SIIES SUOIEPUSWLLOIAI JO JBquINU 3yl «

SINIANODISSY LNIFHHNI/LSVd dN-MO 1104

- [4t4 14 S/c SAS
02
9 en €T L/9 V1S
- 0/0 - 0/0 NOS
NS
4 €/0 - L/L o1s
rs
14 9/S - viv =1
as
S 0T/0 - LIL as
€ 8/0 ovSs
€ €/0 - €/e NOd
€ VIT - q/S - 8/8 HON
- e/e an
I L/0 - LI YN
4 €/0 4 v/0 v
- 0/0 ] 9T a7
- viv ANNH
- 0/0 - [4r4 - 0T/0T and
4 TT/0 344
4 9/0 - e/e a3
Hd
- 1 10
4 S/0 L T¢/ITT - 9/9 IHO
- 0T/0T Mvd
"ONxx S09Y« "ONxx S09Y« "ONxx S09Y« "ONxx S09Y« "ONxx S09Y« "ONxx S09Y« "ONxx S09Y«
suoISSIWPY 1V SMaInay juswalinooid Aunoas uoireonp3 swelboid
ISETle) aba|j0D 11 uonewJoju| Buinunuo) paijosuods

(ST0Z/T/6 4O SE)
sjuawubissy 1pny [eulailu] dn-mojjo4 pue 1uaiin)d uo 1ioday snieis




Attachment A

Aud Item 1

w on
-+
N o
o &
5 A~
e}
g
2
5y
w
‘BuipuelsIno Usa(q aAey SUONEPUBWILLOIAI Tey) SYIUOLL JO JSQWINU SY L xxx
"1lodal [eulBLIo ayl Ul SUOIePaWWO093 JO Jagquinu ayl Aq pamoj|0) passalppe AJli01o.iSlieS SUONePUSWILLIOIAI JO JAQUINU BY ] 4y
a19|dwo) 1pny = IV ‘(asuodsal 1o/pue a2uaIaju0d 1Xa [ewlo) Bunreme) a19|dwoou] UpNY = |V issalbold ul Bunupn loday = pY ‘ssaiboid ul JIoA PIBId = Mdx
M4 sndweo |GT-ueC | €TOZ/OT/9 629'6.F'ZE$ | Oul ‘siayloig spreussg | Yd ‘1sesyuoN BuisnoH uspms| 9T8-Mvd
MY 0D  ST-uer |€T02/L2/€ EVT'OVS'LC$ "0 Bulpling aueqo| juswade|day uoneonp3 [edisAud,  GEZ-VIN
v sndweD |y1-d9S  ZT02//2/9 |295'2.6'2S$ JaAud M O|  uoneAousy S|leH JeseN/WwliolS €29-as
- 0/0 oV sndweD |GT-uef  ZT0Z/0Z/8 |929'SET'ev$ JaAua MO J8lua) uonealday| 6£0T-INOd
14 T/0 o) sndwed |yT-RelN  €T02//2/S 2E6'06Z'7T$ usna|s pue ydjopny lue|d all|[a1es pue Isiua)d MY 0€Z-MVvE ST0Z
"ONxsxx SOTxx "ONxxx SOTHxx * >m aled aled 1S0D ‘ON
dn-mojjo4 0ado |dn-mojjo4 sndwe)d fiuaiiny | pabeuepy | ‘dwo)d 1lels uononIIsuo)d 1019€11U0D 100lold| 108loid

(ST0Z/T/6 4O SE)
sjuawubissy 11pny uononiisuo) dn-mojjo4 pue ualind uo uoday snieis




	Agenda Audit  0915
	AUD Jul Mins 0915
	401 Golden Shore
	Long Beach, California
	Approval of Minutes

	AUD 1 v1 0915
	Information Item
	Agenda Item 1
	September 8-9, 2015
	Page 1 of 6


	COMMITTEE ON AUDIT
	Status Report on Current and Follow-up Internal Audit Assignments
	Presentation By
	Larry Mandel
	Summary
	Status Report on Current and Follow-up Internal Audit Assignments
	Auxiliary Organizations
	Construction
	Technology Support
	Committees/Special Projects

	AUD 1 Attach A1 0915
	Sheet1

	AUD 1 Attach A2 0915
	Sheet1

	AUD 1 Attach A v2 0915.pdf
	Sheet1

	AUD 1 Attach B v2 0915.pdf
	Sheet1




